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Abstract—An antenna array system configured to offer directional dependent modulation has the
capability to prevent eavesdroppers’ attacks, thereby enhancing the security level of data transmission.
In this paper, we propose artificial-noise-aided directional modulation transmitter utilizing a 4 x 4
Butler matrix with a four-element 2-D (i.e., range and angle) frequency diverse array (FDA) antenna
to achieve secure transmissions, which outperforms the 1-D (i.e., angle) phased array scheme. The
proposed scheme utilizes FDA Butler matrix excited by information data and injected artificial noise
interference which radiates along all directions except the main information data direction. Thus, the
radiation pattern during a particular transmission period will be range-angle dependent. The proposed
scheme is evaluated by using constellation points in 1@ space, bit error probability (BER), and secrecy
capacity. Simulation results demonstrate that: 1) our scheme scrambles the constellation points along
undesired direction(s) in both amplitude and phase, while preserving a clear constellation points along
the pre-specified direction(s); 2) the scheme achieves better BER and secrecy capacity than that of the
phased array based directional modulation scheme and other existing scheme; 3) the scheme significantly
improves security performance especially in the range dimension.

1. INTRODUCTION

Directional modulation (DM) is a promising physical-layer security technique for wireless
communications [1]. The fundamental concept behind DM implies that the modulation takes place
at antenna level, instead of at baseband. In doing so, a certain constellation with a low error rate can
be achieved along pre-specified desired direction(s), while the constellations will be distorted in other
undesired directions to produce high error rate. In [2, 3], a phased-array antenna based DM was proposed
for secure communications. A similar approach was adopted in [4], where a 4 X 4 Butler matrix [5-§]
was used to scramble the radiation pattern in sidelobes by introducing artificial interferences in all other
directions apart from the desired direction. Recently, [9] developed a new 4 x 4 Butler matrix without
phase shifters and had only couplers with —45° and —90° phase difference.

On the other hand, frequency diverse array (FDA) has been widely investigated in radar field [10].
Recently, FDA has been a very attractive array for DM secure wireless communications [11-15] compared
to that of the phased array antenna. Using a phased array antenna for DM and assuming realistic
scenario, an eavesdropper could be located along the same specified direction as the intended user,
while in an FDA antenna based DM, this scenario is different (i.e., intended user and eavesdropper
may be positioned in the same direction but distinct ranges). The main difference between FDA and
phased-array is the small frequency increment used across the array elements. This frequency increment
makes the array beampattern to change as a function of the range, angle and time [10] and [16]. In
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practical array systems, we are solely motivated by the advantages of both FDA and Butler matrix, in
addition to DM characteristics from a more practical point of view.

Therefore, in this paper, we utilize DM property based on FDA and a 4 x 4 Butler matrix [9] to
improve physical-layer security of wireless communications. The following summarizes the contributions
of this work:

e Artificial-noise-aided FDA and a 4 x 4 Butler matrix [9] have been designed to produce 4-ary
constellation points which achieves secure communications in 2-D (i.e., range and angle dimensions)
and can be utilized in wireless communication systems using an orthogonal beamforming network.

e We derive an expression for bit error rate and analyze the secrecy capacity of the proposed scheme.

Due to the advantages of both FDA and 4 x 4 Butler matrix, this proposed scheme significantly
outperformed the phased array DM and [4] in terms of BER and secrecy capacity.

The rest of this paper is organized as follows. Section 2 proposes the DM transmitter by jointly
utilizing the Butler matrix and FDA antenna. Section 3 presents FDA Butler matrix with artificial noise.
Section 4 evaluates the performance analysis in terms of bit error rate (BER) and secrecy capacity. Next,
numerical results are provided in Section 5, and finally, this paper is concluded in Section 6.

2. FDA DM TRANSMITTER USING BUTLER MATRIX SCHEME

Figure 1 shows a notional block diagram of two-dimensional (2-D) (i.e., range and angle) half wavelength
spaced FDA antenna-based DM using a 4 x 4 Butler matrix for secure communications. We employ four
FDA elements with carrier frequencies connected at the outport of a 4 x 4 Butler matrix, namely, fo,
fo+ Af, fo+2Af and fo+ 3Af, respectively, where fy is the carrier frequency and Af the frequency
increment across the array element. The basic principle is that when Port 1 is excited, it goes through
the signal path, A-B-C-D to fp, with phase shift of 135°. Similarly, a phase shift of 90° is obtained
between Port 1 and fy + Af using the signal path A-B-C-E and so forth. Note that since we employ a
4 x 4 Butler matrix, the FDA elements have been set to four. The phase differences of a 4 x 4 Butler
matrix are £45° for the output ports 1 and 4, and +135° for the output ports 2 - d 3, respectively [17].
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Figure 1. FDA using a 4 x 4 Butler Matrix for secure communications.

In this paper, we adopt a uniform linear frequency increment FDA antenna as depicted in Fig. 1.
The frequency radiated from the mth FDA element can be given by

fm=fo+mAf, m=01,....N—1 (1)
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And the steering vector can be approximately written as [16]

. 27 fod sin(6) _2mAfr o 27 fo(N—1)dsin(0) _2n(N-DAf-r
u(@,r)= 11 e ]( <0 <0 )...e J( ) ) ) (2)
where 6 denotes the angle, and r is the range in far field. The transfer function from the nth input port
to the mth output port of the 4 x 4 Butler matrix is given as [4]

T = R0 n—12 N 3)

To describe the linkage between the radiation pattern and digital information symbol synthesis, we
consider the array factor for FDA N-element given by

N+1

N ' . .
F(0,r;t) =) Ame’[(m‘T)“m(’—%wm] @
m=1

where A,, is the amplitude excitation, and 3, is the phase difference of a 4 x 4 Butler matrix. For a
specific time, ¢ and location (6,7), Eq. (5) is a complex digital symbol with the magnitude and phase
that can be observed as a constellation point on the IQ diagram [2]. For simplicity, we assume line-of-

sight (LOS) communications in L directions, namely, (6;,7;),l = 1,2,..., L. The information symbols
at a specific time, ¢, can be formulated as

I(t,@l,rl) 2’1(91,7’1) ZN(91,7‘1) Sl(t)
z = z (5)
I(t,@L,T’L) Zl(eL,T’L) ZN(QL,T‘L) SN(t)

where z,,(0;,7;) is the radiation field for the mth element in the Ith range-angle position, and s, (t) is
the signal excitation for the mth element which corresponds to:

Sm(t) = ApelPm (6)

Now, the far-field radiation pattern of the nth Butler matrix input port excitation can be obtained
in Eq. (7) by plugging in Eq. (3) and Eq. (6), respectively.

R0 =3 (el g2 02520 ) gl %

This implies that the main beam pointing direction depends on not only the angle 8 but also the
range r and frequency increment Af. From Eq. (7), the beampattern peak corresponds to

m=1

2m N+1 N+1 N+1Y\ . 9 2A fr (8)
— | m-—)(n——— | =7||m——— | sinf —
N 2 2 2 co
And the corresponding instantaneous main beam pointing direction angle 6,, can be calculated by
4 l2n—-N -1 4Afry,
0, = sin”! )
n =S [ N +co(2m—N—1)] ©)

Therefore, the instantaneous main beam pointing direction angle 6,, depends on both the range
rn, and the frequency increment Af, whose characteristics can be exploited for directional secure
communications.

Similarly, by replacing n in Eq. (7) and Eq. (9), with ¢, the far-field F;(6,r) generated by the gth
Butler matrix input port excitation with the instantaneous main beam pointing direction angle 6, can
be acquired. It is easy to verify that F,(f,) = 0 when n # ¢. This implies that the Fj(6,r)’s main
beam is projected along the null radiation direction of F,, (0, 7). It should be noted that because of the
beam orthogonality property of a Butler matrix, we can have F,(6,r)’s main beam and F,(6,r)’s null
direction.
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3. FDA BUTLER MATRIX WITH ARTIFICIAL NOISE

When employing FDA with a Butler matrix as a beamforming network, the signal, driving the nth input
port of a Butler matrix, is radiated into free space with the maximum power projected along the desired
direction 6,,. Since the same well formatted signal also exists at other locations, even though power is
suppressed, eavesdroppers positioned along these directions still can recover the information data by
means of more sensitive receivers. In order for the system to achieve low probability of interception
(LPI), we introduce artificial noise interference which can be injected into the Butler matrix at ports
other than the nth input port, as illustrated in Fig. 1. By taking advantage of the beam orthogonality
property described earlier in Section 2, we arrange that the artificial noise signal is radiated with a null
power direction along 6,. It means that the information transmitted along the desired direction 6,, is
not affected, and simultaneously, the information leaked into other locations is seriously affected by the
artificial noise.

In the context of physical layer security, beamforming with artificial noise has been extensively
utilized because of several advantages [18,19]. Hence, we resort to artificial noise secure transmission
in FDA Butler matrix. Now, consider beamforming with artificial noise, the signal transmitted can be
written as [11]

s=+vaPvr++/(1—-a)Pu (10)
where = denotes the symbol chosen from the complex signal constellation (i.e., QPSK modulation
scheme), P; the transmitted power, a the parameter that determines the power allocation between the
desired information and artificial noise, v the beamforming vector for the desired information, and u
the artificial noise vector. To maximize the signal to noise ratio (SNR) at the desired receiver, v is
described as

v=al(b,) (11)
where (0,,) denotes the instantaneous main beam pointing direction at the transmitter to the desired
receiver. The artificial noise vector u should lie in the null space of a(d,,) (i.e., a*(6,,)u = 0) in order to
avoid interference to the desired receiver. Therefore, the artificial noise vector u is given as [20]

" (In —a(f,)a* (0,)) k
I(Ix —a(6,) a* (0n)) K||
where k (i.e., k ~ CN(0,Iy)) consists of N ii.d. circularly-symmetric complex Gaussian random
variables with zero-mean and unit-variance, and (-)* denotes the conjugate operator.
According to Eq. (10), the received signal at the desired receiver can be expressed as
y(0,) = a*(0,)8+w, (13)
= vVaPRa® (0,) ve + w, (14)
where w,, (i.e, w, ~ CN(0,02)) denotes the additive white Gaussian noise (AWGN). It can be seen
from Eq. (14) that the desired receiver can restore the original signal x from the transmitter easily. On

the other hand, we assume that the eavesdropper receiver cannot obtain the original signal x. Following
Eq. (14), the SNR at the desired receiver is written as

(12)

Pn = C;—? (15)

In alike manner, the received signal at eavesdropper receiver is given as
Y (0g) = a” (0) 8 + wq (16)
= Vaba* (0;)a(t,) v+ (1 —a)Pa* (0;)u+w, (17)

where wy (i.e., wyg ~ CN (O,Jg)) denotes the additive white Gaussian noise (AWGN). Note that, as

per Eq. (17), the parameter v/ Pia*(0y)a(6,) distorts the amplitude and phase of the received signal at
eavesdropper receiver. Employing Eq. (17), the SNR at eavesdropper receiver can be given as

pala” (0) @ (00)
(1= ) Bla (6 u + @

Pq = (18)

_ 2/.2
where ¥ = Uq/O'n.
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4. PERFORMANCE METRIC

4.1. Bit Error Rate (BER) Analysis

We employ BER metric to evaluate the characteristics performance of our proposed scheme. The exact
symbol error probability of QPSK modulation can be expressed as [3, 21].

P:erfc< g)—%erfg( g) (19)
Es

[e.e]
where p = N and erfe(x) = % 1l e~t"dt is defined as the complementary error function. Accordingly,
x

the final form of symbol error probability for the proposed scheme can be derived as

. N+1 2rAfr 2

erfe \/g‘(Tmnsm(t))ej[(m—2)7rsin6— <0 ]

N
P(0,r)=)_

(20)
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2
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It can be recognized that the probability of error depends on the receiver direction 6, range r and
frequency increment A f.

4.2. Secrecy Capacity Analysis

In this paper, we consider multiple-input single-output (MISO) Gaussian wiretap channel [22]. We
assume that the transmitter is equipped with N antennas, the desired receiver (D) equipped with a
single antenna, and eavesdropper receiver (E) equipped with a single antenna. We assume that the
position of the desired receiver D, denoted by (p,rp), is known at the transmitter side, while that of
eavesdropper receiver E, denoted by (6, 7E), is unknown at the transmitter side. The secrecy capacity
Cs is defined as [0, Cp — Cg]*, where Cp denotes the capacity at D, and C is the capacity at E. The
operator [x]T returns zero provided that z is negative, else x is returned. Herein, we assume non-zero
capacity scenario, hence Cj is given as

— N -
1+pZTmn8m (t) ej[(m_%)ﬂsineD_Q AC(J; D}
B —
C = logy e -y (21)
S T —
L m=1 i

where B denotes the channel bandwidth (Hz).

5. SIMULATION RESULTS

In this section, we evaluate the performance analysis of the proposed scheme with the phased-array
DM and [4] schemes as benchmarks. We consider a uniform linear FDA array with carrier frequency
fo =10 GHz and array element of N = 4. The artificial noise level power is assumed to be 10dB (i.e.,
lower than that of the information data stream to be transmitted). In addition, we assume Gray coding
in this paper; therefore, the symbols should lie in the first to the fourth quadrants in I() space along
the pre-specified direction as follows: “11”7, “01”, “00”, and “10”, respectively.

In Fig. 2, we simulate the far-field radiation power pattern using Eq. (9) in angle and range
dimensions, respectively, for each of the four input port excitations, namely, “1”7, “2”, “3”, and “4”,
respectively. It is evident that the four main beams are orthogonal to each other, pointing along 41°,
76°, 104°, and 139°, respectively in angle dimension (see Fig. 2(a)), whereas in range dimension (see
Fig. 2(b)), the beams points along 6.2 km, 8.9 km, 11.2km and 13.9 km, respectively.
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Figure 2. 4 x 4 Butler matrix input ports excited radiation power pattern when Af = 30kHz is
adopted, (a) in angle dimension, (b) in range dimension.

The information data stream to be transmitted with QPSK modulation scheme is injected into the
FDA Butler matrix, specifically, at the second input port (104°,11.2km), while artificial interference
is also allowed to excite the remaining ports. In order to visualize the impact introduced by the
injected artificial noise, Fig. 3 shows I() constellation diagrams detected along the desired direction
(104°,11.2km) and the eavesdropper directions, for example, (30°,7km), (60°,9km), and (150°,12km),
respectively. From Fig. 3(a), the QPSK signal constellation at the desired receiver position can be easily
demodulated. However, in Figs. 3(b)—(d) it can be observed that for the distinct range and different angle
positions, the QPSK signal constellation has been significantly distorted, which makes the eavesdroppers
need to pay extra effort to correctly demodulate the transmitted information. Furthermore, the constant
phase artificial noise interference in Eq. (17) does alter the distribution of the constellation symbols,
hence improving the security level in the system.

We examine the BER performance in both angle and range dimensions. The results are compared
with that of phased array DM and [4]. Herein, we consider a data stream with 10° random QPSK
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Figure 3. Ilustration of proposed scheme QPSK constellation pattern at intended direction and
eavesdropper directions when Af = 100Hz is adopted, (a) intended direction (104°,11.2km):
Eavesdropper directions, (b) (30°, 7km), (c¢) (60°,9km) and (d) (150°,12km).
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Figure 4. Comparisons of BER performances when SNR = 6 dB is assumed, (a) in angle dimension,
(b) in range dimension.
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symbols and calculate the BER down to 107°. The SNR is set to 6 dB. The results are shown in Fig. 4.
It can be noticed that in the angle dimension (see Fig. 4(a)), the proposed scheme has the narrower
beamwidth and higher BER in undesired directions than that of [4] and phased-array DM, respectively.
In the range dimension (see Fig. 4(b)), [4] and phased-array DM yield poor BER performances in all
ranges, specially, both desired and undesired ones due to lack of range resolution. In contrast, the
proposed scheme has better BER towards the desired range which is unavailable to [4] and phased-
array, and the BER becomes quite high for other range directions. This range capability is as a result of
frequency increment A f. Note that the results validate that the proposed scheme achieves good security
performance in both range and angle dimensions, and it is useful for any wireless communication systems
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Figure 5. Comparisons of secrecy capacities performance of proposed scheme, phased-array DM and [4],
respectively.

employing an orthogonal beamforming network.

Finally, Fig. 5 shows secrecy capacities of the proposed scheme, phased array DM and [4],
respectively. As expected, it is evident that the secrecy capacity of the phased array DM is zero. This
is because the eavesdropper receiver may exactly be located in the desired direction as the legitimate
user. In this scenario, the phased-array DM cannot guarantee secure transmission for the legitimate
user, because the phased-array DM can only distort signals at the directions that are distinct from the
desired receiver position. Furthermore, [4] secrecy capacity is lower than that of the proposed scheme,
because the latter utilizes phased-array with interference signal injected into the Butler matrix. The
former shows superiority due to the employment of FDA which has range and angle capabilities together
with artificial noise injected into the Butler matrix.

6. CONCLUSION

In this paper, we propose Butler matrix with FDA inspired array-level DM transmitter aided by
artificial noise which has the capability to secure wireless communication in free space along the
pre-specified range and angle location at the physical-layer. Injected artificial noise interference
radiates along all directions apart from the main information direction, and hence submerged the
information leaked into other locations so as to prevent the eavesdroppers from signal demodulation
via interception. The proposed scheme was evaluated using constellation points (QPSK transmission),
BER and secrecy capacity. Simulation results show that the proposed scheme outperforms phased-array
DM and [4], specially in the range dimension. Note that applying decoupling techniques to FDA in
the proposed scheme can further increase the performance significantly. This scheme will be useful in
applications where an improved security along range-angle locations is required, specifically, any wireless
communication systems employing an orthogonal beamforming network. Also, from more practical point
of view, the proposed scheme is also feasible. It is interesting to investigate the multipath environment
and how to handle possible system errors in the array through robust beamforming. The experimental
verification of the proposed method is our future work. The proposed scheme enjoys the advantages of
both the Butler matrix and the FDA antenna simultaneously, along with additional DM property.
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