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Abstract—Simulations based on electromagnetic topology (EMT)
have been carried out to analyze an external electromagnetic pulse
interaction with a shielded coaxial cable linking two systems together.
The proposed EMT approach, combined with the SPICE model of the
shielded cable, can be applied in the transient simulation directly and
used for the electromagnetic interference analysis of systems including
nonlinear devices. The effects of the outer terminators, cable length,
and connection of the voltage limiter on the induced voltages at the
systems are studied by using the proposed EMT approach. It has
been found that adding a resistance between the system’s shielding
enclosure and the ground can effectively reduce the coupling through
the shielded cable. The cable length affects the pulse-widths rather
than the magnitudes of the induced voltages. The results also show
that the voltage limiter can reduce the induced voltages but at the
same time result in mismatch at the source or load.

1. INTRODUCTION

The process through which external electromagnetic pulses (EMPs)
couple into the electronic systems and generate interferences on
inner circuits or devices is an important problem for system design.
However, it is complicated due to several issues below. First, external
electromagnetic fields can couple into systems through various paths,
such as antennas, apertures or slits on shielding enclosure, and power
or data lines. Second, systems comprise different types of structures,
for example, cavities, cables, integrated circuits, and semiconductor
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devices. These structures can have different governing equations.
At last, electronic systems usually have nonlinear protection devices,
and the intense electromagnetic fields of external pulses may generate
nonlinear effects (such as damage) on the systems. Consequently,
physics of the interaction process is difficult to follow.

It is difficult to analyze such a complicated process by using a
single method. Three-dimensional (3-D) numerical methods, such as
finite difference time domain (FDTD) method, require discretization
of the whole geometry. As a result, these methods need colossal
computation time and large memory due to very small mesh spacing
corresponding to the tiniest dimension in the geometry. Physics of the
process may be lost in the huge amount of data generated. Moreover,
the 3-D electromagnetic (EM) numerical methods can only be suitable
for the EM problems, such as the analyses of antennas, cavities, and
apertures, but electronic systems also consist of cables, integrated
circuits, semiconductor devices, and so on. Analyzing the process via
experiment is a straightforward approach. The experimental approach
is usually employed to obtain the thresholds of devices. However, for
a whole complicated system, it costs a lot and needs a long term.
Moreover, only limited experimental data at limited places can be
obtained, which is inadequate for the analysis of the whole system [1].
As a result, it is difficult to understand the physics of the process only
through experiments.

To analyze the complicated process, the electromagnetic topology
(EMT) method was proposed in the early 1980s [2,3]. At first, it
was used as a system design methodology for formalizing the design of
electrical systems to withstand the effects of various EM threats [4].
Afterwards, with the efforts of many researchers [5-7], it became
a simulation tool for the prediction of EM interferences generated
by external EM threats on systems [8-12]. In the EMT method,
electronic systems can be decomposed into manageable sizes of sub-
volumes which can be modeled by different methods, numerically or
experimentally. These sub-volumes do not interact with each other
except through preferred paths, typically, cables and apertures. The
sub-volumes are treated as junctions, the interaction paths among the
sub-volumes are treated as tubes, and then a network equation, the
Baum-Liu-Tesche (BLT) equation [5], can be established. However,
junctions in the BLT equation are treated as black boxes and are
described by the scattering parameter, which implies that junctions
should be linear. Actually, there are many nonlinear devices in systems
and the effects generated by external pulses can be nonlinear. To solve
this problem, the SPICE model of multiconductor transmission line
was proposed in the EMT approach [13,14]. The proposed method
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Figure 1. The external pulse interaction with a shielded cable
connecting two systems.

has been employed to study EMP coupling to a system through a wire
and good agreement with experimental results has been obtained [15].
Then the SPICE model for shielded cable has also been developed [16]
and has been applied in the EMT approach, which has been validated
against the experiment [17].

In this paper, external EMP interaction with a shielded cable
connecting two systems, as shown in Figure 1, is studied by using
a new EMT approach which employs a SPICE model of the shielded
cable [16]. The study can be applied to the interference analysis of
external electromagnetic pulse on real-life electronic systems which are
always linked together to exchange data. The new EMT approach is
also introduced and has the advantage for the interference analysis of
nonlinear systems compared with the conventional one. With this
approach, the influences of the outer terminal loads, cable length,
and nonlinear protection devices at the ports on the EM interferences
generated by an external pulse are investigated. In Section 2, a
brief description of the interaction process is provided while Section 3
introduces the EMT approach using the SPICE model of the shielded
cable to the simulation process. Results and discussions are given in
Section 4 and we conclude in Section 5.

2. THE INTERACTION PROCESS DESCRIPTION

Figure 1 shows a shielded coaxial cable connecting a client with a host
located over a perfectly conducting ground illuminated by an external
electromagnetic pulse. The cable shield is connected to the shielding
enclosures of the host and the client at the ends directly, while the
inner wire of the cable links the devices of the host and the client
which are denoted by the resistances R; and Ra, respectively, as shown
in Figure 2. The enclosures of the host and the client are connected to
the ground plane by external resistances Royut1 and Royug2, respectively.
To protect the devices from external disturbances, nonlinear protection
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Figure 2. The connection configuration.

devices (voltage limiters here) are always connected to the devices in
parallel.

The surface of the cable shield’s outer layer and shielding
enclosures make up the shielding of the whole configuration. The
external electromagnetic pulse can induce currents and charges on the
shielding. When the height of the shielded cable over the ground is
electrically small compared with the wavelength, the exterior of the
cable shield and the ground can constitute a transmission-line system
with the loads Rout1 and Royuto as its terminators. Then a cable shield
current and a shield-to-ground voltage (or equivalently, a shield charge
density) will be generated by the external pulse.

However, the shielding composed of the cable shield and shielding
enclosures is not perfect. The electric and magnetic fields of external
pulses can penetrate through the imperfections in the cable shield
and give rise to disturbing currents and voltages on the internal
wire. Then these disturbances can propagate along the internal wire
to the terminal devices inside the host and the client, and generate
interferences on them.

The coupling between the external electromagnetic fields and the
internal wire of the shielded cable is a complex process. It happens
mainly in three manners, fields diffusing through the shield material,
fields penetrating through the small apertures on the shield, and
the induction due to overlapping of the individual strands of the
shield [18,19]. However, the coupling effect can be described in terms of
the transfer impedance Z; and the transfer admittance Y; of the shield,
which describe the processes by which a portion of the induced current
and the induced charge on the shield find their way onto the internal
wire, respectively. And these result in a distributed voltage source
between the internal wire and the shield and a distributed current
source injected on the internal wire, respectively. These distributed
voltage and current sources will yield interferences on the devices at
the termination of the inner transmission-line which is composed of
interior of the cable shield and the internal wire.
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3. SIMULATION APPROACH FOR THE INTERACTION
PROCESS

With the coupling process described as above, the induced voltage and
current of the outer transmission-line system composed of the shield’s
exterior and the ground should be determined first. Due to the good
shielding of the shield, the energy transferred from the inner system
to the outer system through the shield can be neglected. Then the
coupling of external fields with the outer transmission-line system can
be described through Taylor’s formulation [20] and the induced voltage
Vous and current Iy,; can be solved from the equation

0 0
7‘/2)ut(27 t) + Lout7Iout(Za t) = VFout(za t)

D ol t) + Cot 2V (2:1) = Irom (o)
D2 out{%, outat out(2, V) = LFout\ %2,

Here Loyt and Coyy are the per-unit-length (p.u.l.) inductance and
capacitance of the outer transmission-line system, respectively. Vg, ,
and If,, are the distributed voltage and current sources due to the
excitation fields and they can be expressed by the following equations

0
VFout(th) = _&ET(ZJS) + EL(th) (2)

0
IFout(Z7 t) = _CoutaET(Z’ t)

where

h
Er(z,t) = / ES (x,z,t)dx
0 .
Er(z,t) = ES* (h, z,t)

ES* and ES* are the components of excitation electric field along the
x and z axes, respectively. Due to the scattering of the shielding
enclosures of the systems and the reflection of the ground, the
excitation electric field E°* is different from the incident electric field
and a numerical method, such as the finite-difference time-domain
(FDTD) method, can be utilized to compute the excitation field.

According to the interaction process, the voltage Vi, and current
Iy of the inner transmission-line system can be described by

Vin(z,t) + Lingfin(zat) = Vrin(2,1)

9
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9 o) + Cn 2V (o18) = Lom(211) w
9z n Z, in gy ¥in z,t) = 1Fin\%,

3)



124 Xie et al.

where L;, and Cj, are the p.u.l. inductance and capacitance of the inner
transmission-line system. Vg, and gy, are the distributed voltage and
current sources, respectively, and they can be expressed in terms of the
transfer impedance Z; and admittance Y; as
VFin == Zt (t) * Iout<za t) (5)
IFin = _Y:c(t) * ‘/Ollt(za t).
Here the operator ‘*’ denotes the convolution computation. With
Equations (1) and (4) the relations between the terminal voltages
and currents of the two transmission-line systems can be expressed
as [16, 21]
‘/Out(o7 t) - ZCoutIout(Oa t)
= Vout (lat - Tout) - ZCoutlout (l’ t— Tout) + Vbout(t) (6)
‘/out(la t) + ZCoutIout(la t)
- out(oa t— Tout) + ZCoutIout(Oa t— Tout) + Wout (t)

‘/in(07 t) - ZCinIin(Oa t)
:V}n(la t— Tvln) - ZC'inIin(la t— T'm) + ‘/01n<t) (7)
Vin(l,t) + ZoinLin (1, 1)
:‘/in(oyt - T1n) + ZCinIin(07 t— ﬂn) + ‘/lin(t)'
Here Zoout, Tout and Zein, Tin are the characteristic impedances and
one-way time delays of the outer and inner transmission-line systems,
respectively. [ is the length of the shielded cable. Vpout and Vigyt are

total forcing functions representing the effect of excitation field on the
outer system and are given by

I

Voout (t) = —lfo Ep(z,t—2/vout)dz+ Ep(l, t—Tou) — E7(0, 1) (8)

Vious (t) :fo Er(z,t—=Toutrtz/vout)dz— Er(l,t) + E7(0,t—Tout) 7
where vyt is the wave propagation velocity of the outer transmission-
line system. Vjous and Vo can be calculated by using the numerical
integration method [23] and incorporated into the SPICE circuit of the
shielded cable as independent voltage sources. Vyi, and Vi, are total
forcing functions of the inner system, which denote the coupling effects
of excitation fields on the inner system, and they are given by

!
Voin(t) = —/ VEin(z,t — 2/vin) —Zcinlpin (2, t — z/vin)]dz
0
; - (9)
Viaa(t) = / Viin (2 t— T+ 2/0in)+ ZoiTpin (2 — Ton -2 fvm)|d2
0

Here vy, is the wave propagation velocity of the inner transmission-line
system. Vpi, and Vj, can be realized through delay lines, controlled
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sources, and differential circuits in the SPICE circuit [16]. As a result,
the configuration of the SPICE circuit for the coaxial shielded cable is
shown in Figure 3.

Once the terminal connection configuration in Figure 2 is defined,
the induced voltages and currents on the devices by the external
pulse can be computed by using a SPICE software. Since the whole
computation is carried out in the time domain, nonlinear terminators
are allowed.

N Lw(0) 1 () ‘
y (O)“ Circuit for the | v (1)
o outer system out 1”
Terminal JT_ — - JT_ Terminal
network Ground network
atz=0 ]m(o) I (]) atz=/
4 | Circuit for the | |
V. (0
2(0) mmner system Vm(l)

/4 L )
< Intemal part of shield 7
Y
as reference ground
Figure 3. The structure of the SPICE model for the shielded cable
excited by external fields.

4. RESULTS AND DISCUSSIONS

In our simulation, an EMP described by a biexponential pulse E(t) =
kEo[exp(—pFt) — exp(—at)], where k = 1.3, Ey = 50kV/m, a =
6.0 x 108s71, and B = 4.0 x 10”s~! [22], is employed as the source of
external electromagnetic perturbation. The waveform and spectrum
of the electric field of the EMP is shown in Figure 4. The client
is connected to the host with a RG 58 shielded cable of which the
characteristic impedance is 50 €2, and the relative dielectric constant of
the inner medium is 1.85. Other parameters for the configuration are
given in Table 1. The excitation fields at the cable are computed with
a numerical FDTD code first, and then the induced voltages at the
internal loads R; and Ry are calculated with the SPICE circuit for the
shielded cable where the excitation fields are incorporated as sources.
The effects of the outer loads (Rout1, Rout2), the cable length, and the
voltage limiters on the interferences caused by the external EMP are
studied.
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Figure 4. The waveform and spectrum of the electric filed of the
EMP.

Table 1. Parameters for the configuration.

Parameters Values

The enclosure
dimension of the host 0.6m x 0.4m X 0.4m

. Th'e enclosure ) 0.5m x 0.3m x 0.4m
dimension of the client

Inner loads R1, Rs 5002
02, 10082, 220.24 )
1 ) 9y )
Outer loads Rout1, Rout2 50092, 100 M
Cable height h 3cm
Cable length [ 2m, 5m, 10m
Number of voltage limiters 0,1,2

Figure 5 shows the induced voltages at the internal loads ; and
Rs generated by the EMP when the outer terminal loads (Rou1 =
Rout2) have different values, where the cable length [ is 2m and there
is no voltage limiters at the connection ports. Five different values
of the outer loads have been considered. The results show that the
induced voltages are largest when the outer loads are 0€) which is
the case when the shielding enclosures are connected to the ground
directly. However, this is the most common case in reality. When
the outer termination is matched, that is, the outer loads equal the
characteristic impedance (220.24) here) of the outer transmission-
line system, the induced voltages are not the smallest but decay most
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quickly. This is because other values of the outer terminators result
in reflections at the ends of the outer system and the reflected voltage
and current of the outer system can couple into the inner system and
generate interferences, even though the inner transmission-line system
is matched at both ends. To demonstrate the validity of the proposed
method, the results obtained via the conventional EMT method when
the outer termination is matched are also given, where the cable loss
has been considered.

1.5 T T T 25
—=—Rout=0Q
10 201 ---- Rout =100 Q
~ 05 15F ---a---Rout matched
2/ —_ —-=-= Rout = 500 Q
o 0.0 2 10} =+ Rout = 100M ©
[ o conventional EMT, matched
S .05 S05f
é.)l) —=—Rout=0Q s}
& -10F -~~~ Rout = 100 Q g, 00
e ---a---Rout matched ]
> -L5h == Rout = 500 0 T>3 05}
20}k =#:= Rout = 100M Q 10k
. conventional EMT, matched .
25 : s ' -5 - . . .
10 ) 20 30 4C 0 10 20 30 40 50
Time (ns) Time (ns)
(a) (b)

Figure 5. The induced voltages at the inner terminal loads as the
functions of the outer terminal loads Roy (02, 100 €2, matched, 500 €2,
and 100 M2) when the cable length is 2m and the number of voltage
limiters is 0. (a) The induced voltage of R;. (b) The induced voltage
of RQ.

The results also imply that the larger the outer loads are the
smaller the induced voltage is. Both the shield current and shield
charge contribute to the induced voltages at the internal loads. Figure
6 and Figure 7 show the induced voltages and currents at the outer
loads Rout1 and Route, respectively. The results show that the larger
the outer loads the larger the shield-to-ground voltages but the smaller
the shield currents. It can be concluded that the shield currents
play a dominant role in the coupling onto the internal wire compared
with the shield-to-ground voltages. According to [18] and [19], the
transfer impedance and admittance of the shield can be expressed in
the frequency domain as

?t = Rgc + jwLi
Y; = jwC
where Ryc, Lt, and Cy are the p.u.l. transfer resistance, inductance, and
capacitance of the shield. For this configuration, it can be calculated

(10)
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Figure 6. The voltages at the outer loads as the functions of the outer
terminal loads Roy (0€2, 100 2, matched, 500 €2, and 100 M) when
the cable length is 2m and the number of voltage limiters is 0. (a) The
voltages of Royt1. (b) The voltages of Royt2.
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Figure 7. The currents of the outer loads as the functions of the outer
terminal loads Royt (0€2, 100 2, matched, 5002, and 100 M) when
the cable length is 2m and the number of voltage limiters is 0. (a) The
currents of Rout1. (b) The currents of Rgyta.

that the transfer resistance Rg., the transfer inductance L, and the
transfer capacitance C; are 14.2mf2/m, 1.0nH/m, and 0.0639 pF/m,
respectively. At the frequencies of interest, the transfer impedance
is much larger than the transfer admittance, and this is because the
electric field shielding of the shield is much better than the magnetic
field shielding, which means that the shield current is more important
than the shield-to-ground voltage for the induced voltage of the load
Ri. As a result, in order to reduce the interferences on the device
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generated by external pulses, one should add a resistance between the
shielding enclosure and the ground rather than connect the enclosure
to the ground directly.

Figure 8 shows the induced voltages at the inner loads R; and
Ry due to the external EMP changing with the cable length [ when
the outer termination is matched and no voltage limiters is connected
to the termination. The results reveal that the increase of the cable
length does not result in the magnitude increase of the induced voltages
appreciable but broadens the pulse widths of the interferences. And
the pulse widths of the induced voltages are directly and linearly
proportional to the cable length. This is because the longer the cable
the more voltage and current sources induced on cable according to
the Equations (1) and (4); however, the effects of these excitation
sources do not add up together to increase the magnitudes but widen
the widths of the induced voltages due to the different time needed by
these sources propagating to the terminal loads.
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Figure 8. The induced voltages at the inner terminal loads as the
functions of the cable length [ (2, 5, and 10m) when the outer loads
Rout1 and Route are matched and the number of voltage limiters is 0.
(a) The induced voltage of R;. (b) The induced voltage of Rs.

Electronic systems usually have nonlinear protection devices to
protect them from external disturbances. In this paper, a voltage
limiter, which is composed of two anti-parallel 1N4148 diodes, is
considered and its effect is studied, as shown in Figure 2. Three
cases, no voltage limiters (the first case), a voltage limiter connected in
parallel to the loads R; shown in Figure 2 (the second case), and two
voltage limiters connected to the loads Ry and Ry separately (the third
case), are investigated by using the proposed EMT approach which
applies the SPICE model for the shielded cable. Figures 9(a) and (b)



130 Xie et al.

15 T T T T 1.5 T T T T
—=— without limiter
1.0F —=— without limiter 4 1.0F -~ - with one limiter
- - - with one limiter o -+ with two limiters

—_ -+~ with two limiters A y
S 05F 1 § 0.5F : b
a Y i v : i ; .
« 0.0 ,’,_‘_A_A..._F “ 0.0 1 . :
% v g
8 05 ?30 -0.5¢
o ©
~ o} > 1ot

1.5 L L L L 1.5 L . . .

0 10 20 30 40 50 0 10 20 30 40 50
Time (ns) Time (ns)

(@ (b)

Figure 9. The induced voltages at the inner terminal loads as the
functions of the voltage limiter number (0, 1, and 2) when the outer
loads Rout1 and Royut2 are matched and the cable length is 2m. (a) The
induced voltage of R;. (b) The induced voltage of Rs.
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Figure 10. The total induced power at the inner terminal loads R
and Rj as the functions of the voltage limiter number (0, 1, and 2) when
the outer loads Rgyt1 and Roue are matched and the cable length is
2m.

show the induced voltage at the loads R; and Ry for the three cases,
respectively. It can be concluded from the results that the voltage
limiter can effectively limit the magnitudes of the induced voltages at
the loads. As a result, the total induced power and energy at the both
loads R; and Rs decrease accordingly, as shown in Figure 10. However,
the voltage limiter may increase the pulse width of the induced voltage
at the load to which the limiter is connected. This is because the energy
coupled onto the load needs more time to decay due to the decrease
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of the induced power. The results also reveal that the voltage limiter
introduces reflections on the induced voltages and the third case has
more reflections than the second case. The reason for this is that the
diode which makes up of the limiter has a small dynamic resistance
when it works at conducting state [24], and this dynamic resistance
makes the termination not match any more and results in a negative
reflection coefficient at the end. The second case only has the voltage
limiter at the near end while the third case has voltage limiters at both
ends, which means only the near end is not matched in the second case,
while both ends are not matched in the third case.

5. CONCLUSIONS

An external EMP interaction with a shielded coaxial cable, which
links two systems together, has been studied by using a new EMT
approach. It requires the determination of the excitation fields on
the shielded cable first, and then a SPICE model for the shielded
cable is employed to describe the coupling of the excitation fields
with the shielded cable. The new EMT approach, which combines
the SPICE model, can be utilized directly in the transient simulation
and has the advantage for the electromagnetic interference analysis of
nonlinear systems. The responses of the configuration to the external
EMP changing with the outer termination, the cable length, and the
connection of voltage limiters have been studied with the proposed
EMT approach. The results show that the induced voltages are the
largest when the shielding enclosure is connected to the ground directly,
which is the most common case actually, and adding a resistance
between the enclosure and the ground can reduce the induced voltages
effectively. The analysis also shows that the cable length does not affect
the magnitude of the induced voltage very much but the pulse-width
of the induced voltage, which increases with the cable length nearly
linearly. At last, it can be concluded from the results that the voltage
limiter can limit effectively the magnitude of the induced voltage and
reduce the power coupled to the devices; however, it can introduce
mismatch at the source or load at the same time which will result in
the reflections of the interferences and signals.
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