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Abstract—In this paper, we present a RF directional modulation
technique using a switched antenna array for physical layer secure
communication. The main idea is that a switching scheme of the
switched antenna array is designed according to a spreading sequence
for the purpose of spreading spectrum of the transmit signal. The
transmit signal is associated with the spreading sequence and the
direction of the desired receiver because of information data modulated
both in the baseband and the antenna level. In this way, the
desired receiver with a single antenna can demodulate the receive
signal as traditional spread-spectrum signal, while eavesdroppers can
not extract any useful information from the receive signal even if
eavesdroppers know the spreading sequence of the RF directional
modulation signal.  Simulation results show that the proposed
technique offers a more secure transmission method for wireless
communication comparison with traditional spread-spectrum signal.

1. INTRODUCTION

In traditional wireless communication transmitter, the information
data is modulated at the baseband and then up-converted to radio
frequency (RF). The modulated RF signal goes through a power
amplifier to drive the transmit antenna or antenna array. It is
noteworthy that in this traditional transmitter, a receiver at the
sidelobe of the transmit antenna receives the same information as
the receiver located at the transmit antenna’s main beam. The only
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different between the receive data at different directions is the signal
power. Therefore, given a high-sensitivity receiver it would be possible
for a receiver at an undesired direction to eavesdrop information
data. Paper [1,2] propose a direction modulation (DM) technique
using a phased array, which synthesizes the digital modulation in
RF portion of the transmitter. The constellation points of the
transmit signal maintain their positions at the desired direction but
scramble at the undesired directions. Paper [3] presents a similar DM
signal transmitted by an array with pattern reconfigurable elements.
Paper [4] introduces a near-field direct antenna modulation technique
similar to the DM technique, which forms a DM signal by two transmit
beams or multiple transmit beams. These DM techniques synthesize
a digital modulation fully or partially in the RF portion of the
transmitter, which cause the transmit signal to be direction-dependent.
This characteristic is benefit for physical layer secure communication
without relying on upper layer data encryption.

Due to the broadcast nature of wireless channel, the issues of
privacy and security have taken on an increasingly important role in
wireless communication, especially in military and homeland security
applications [5]. Physical layer security is an emerging research
area that explores the possibility of achieving perfect-secrecy data
transmission among desired receiver. The paper to be found in
this area can be clustered into two categories [6]: one is dealing
with information theoretic aspects and the other is focusing on
practical applications. The first category of paper provides information
theoretic results for wireless physical layer security, such as secrecy
capacity of the MIMO system [7-10], broadcast channel [11], and
cooperation communication system [12-14]. The second category
of literature focuses on more practical aspects of wireless physical
layer security, such as security OFDM system [15,16], deliberately
randomized transmit array system [17], DM system [1-4], and artificial
noise system [18]. The most important objective of physical layer
security design is to guarantee wireless transmission signal with
the characteristics of low-probability-of-interception (LPI) and low-
probability-of-detection (LPD) for wireless communication system and
radar system [19]. In particular, we are interested in LPI and
LPD techniques at physical layer which do not directly rely on
upper-layer data encryption or secret keys. Traditionally, spread
spectrum is the most widely used technique for LPI and LPD at
physical layer. However, traditional spread-spectrum signal transmit
the same data in the beam space only different at the power levels.
Therefore, LPI and LPD of spread-spectrum signal depends on that
eavesdroppers have no information about the spreading sequence
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of the transmit signal. Unfortunately, this strong assumption can
hardly hold in practical scenarios. The security communication
signals proposed in the paper [1-4,17] have the characteristic of
LPI which means that eavesdroppers can not extract any useful
information from the receive signal. However, eavesdroppers can detect
these security communication signals easily, unlike the traditional
spread-spectrum signal submerged in the noise. Determining how
to combine the advantages of the DM signal with the traditional
spread-spectrum signal in practical communication system is a crucial
problem. Therefore, a goal of this paper is to design a RF directional
modulation signal transmitted by a switched antenna array with the
characteristics of LPI and LPD for physical layer secure communication
applications.

Radiation pattern synthesis is widely used to obtain shaped
Radiation pattern for wireless communication system and radar
system [20-23]. Switched antenna array is also called time modulated
linear array (TMLA) in the field of radiation pattern synthesis. In
the late 1950s, “Time” as a design parameter is first proposed to
suppress the sidelobes of the linear array in [24]. Researches on
TMLA have followed this work for the purpose of achieving lower
sidelobe level [25-28]. TMLA is widely applied to airborne pulsed
Doppler radar system [29], direction of arrivals (DOAs) system [30]
and digital beamforming (DBF) system [31]. However, an inherent
drawback of TMLA is that there are many sideband signals spaced
at multiples of the modulation frequency, called sideband radiation.
In [32], a closed form expression associated to the sideband power
losses is obtained. SR signals may not be desirable and should be
suppressed to improve the efficiency of the TMLA. Paper [33] proposes
a differential evolution algorithm to suppress the sideband radiation
patterns in TMLA. Paper [34] presents a technique for the control of
the sideband radiations in time-modulated planar arrays based on the
particle swarm optimization. These researches consider that SR signals
are major disadvantage of TMLA and should be suppressed or filtered.
The major disadvantage of TMLA mentioned above may also be used
as an advantage in applications. Fundamental frequency component
and first harmonic of a two-element TMLA are used in direction finding
by steering the deep null on broadside direction in [35], also with the
aid of variable-switching instants first harmonic of a TMLA can also
be used in beam-steering applications [36]. Additionally, Switched
architecture is considered an attractive alternative to fully adaptive
arrays due to their low-cost because this switched architecture offers
a drastic reduction in the amount of RF hardware (power amplifiers,
mixers) required. Therefore, Switched antenna arrays are widely used
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for mobile 2.4 GHz ISM applications [37], wireless senor networks [38]
and WIMAX [39].

Our work in this paper is different from the aforementioned
works in the following aspects: i) The antenna switching scheme is
controlled by a spreading sequence for the purpose of forming a RF
directional modulation signal with LPI and LPD, unlike paper [25-28]
for radiation pattern synthesis; ii) Fundamental frequency component
and all harmonic components are used to form a RF directional
modulation signal different from radiation pattern synthesis only using
fundamental frequency component in paper [25-28] and direction
finding application using fundamental frequency component and
harmonic components in paper [35]; iii) RF directional modulation
signal is associated with the spreading sequence and the direction of
the receiver, unlike traditional spread-spectrum signal only depended
on the spreading sequence. This advantage ensures that eavesdroppers
can not demodulate the RF directional modulation signal even
if eavesdroppers know the information about spreading sequence.
Iv) Compared with the DM signal proposed in paper [1-4] and
deliberately randomized transmit array signal proposed in paper [17],
RF directional modulation signal not only has the characteristic of LPI
similar to the DM signal but also has the characteristic of LPD which
is benefit for physical layer secure communication.

The remainder of this paper is organized as follows. Section 2
introduces the principle of RF directional modulation signal using
a switched antenna array. Section 3 explains the RF directional
modulation signal from the viewpoint of frequency domain. Finally the
performances of the RF directional modulation signal are investigated
by computer simulation in Section 4.

2. THE PRINCIPLE OF RF DIRECTIONAL
MODULATION SIGNAL USING A SWITCHED
ANTENNA ARRAY

To illustrate the principle of RF directional modulation, a block
diagram of the transmitter is designed as shown in Figure 1, which
consists of data source, modulator, power amplifier, power splitter,
CPLD module, phase shifter and a switched antenna array. The
isotropic elements with equally space (d = %) are numbered from 1
to H. Considering that each element is controlled by a high-speed RF
switch, and the moving phase center technique can be implemented by
high speed RF switches in the feed line of each element.

“The excitation signal for this switched antenna array is s(t) =
bne?“ot where b, € {+1,—1} denotes the BPSK modulation symbol
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Figure 1. Block diagram of the transmitter.

and n = 1,2,...,N denotes the nth BPSK modulation symbol.
Considering that the spreading sequence is denoted by ¢, € {+1, —1},
where m = 1,2,..., M denotes the mth chip and M is the period of the
spreading sequence. We first divide the switched antenna array into g
antenna groups and denoted by Ly, s, Lym € {1,2,..., H/V}, where V
denotes the number of element of each antenna group. Then, we select
M antenna groups as the transmit antennas from the linear array to
transmit one BPSK modulation symbol. It means that each chip is
correspondence with one switching antenna group. According to the
spreading sequence, the antenna group switching scheme is designed
as follows:

Step 1: when ¢ =1, L,,; =1 when ¢1 = =1, L, 1 = 2;

Step 2t Lym = Ly m—1+ %(3 +Gm qm-1), m=2,3,..., M.

From the switching scheme, we obtain the transmit antenna group
number set {L, »}, m = 1,2,..., M for the nth BPSK modulation
symbol. The switching frequency f, equals to the symbol rate of the
BPSK modulation signal and the duration of “on” times is the same
for all switching antenna groups. Therefore, the duration of “on” times
for the mth switching antenna group is written as:

Thym =T = 1 (1)

where: T = f—lp is the switching period. For example, V' equals to 1 and

the spreading sequence gy, is selected as {+1, -1, —1,+1,+1,4+1, —1}.
According to the switching scheme, the transmit antenna group
number set {L, n} is {1,2,4,5,7,9,10}. The schematic diagram of
the antenna switching is shown in the Figure 2.
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Figure 2. The schematic Figure 3. Amplitude radiation
diagram of the antenna group pattern of the switched antenna array.
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antenna array. diagram of the switching
function.

Considering that BPSK modulation symbol period equals to
7 x 107%s, by = +1 and m-sequence is selected as the spreading
sequence with the period M = 7. Figure 3 shows the amplitude
radiation pattern of the switched antenna array alone with V = 3
and V = b, respectively, and Figure 4 shows phase center locus of
the switched antenna array when the receiver at different azimuth
angles. We can find that the amplitude radiation pattern of the
switched antenna array does not vary with antenna switching while
the phase center locus of the switched antenna array motion in the
direction of X-axis by controlling of the spreading sequence. For the
receiver at § = 0°, the phase center locus is the same as the m-sequence
which is useful for the desired receiver to demodulate the receive signal.
However, the phase center locus is scrambled for the undesired receiver
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at 6 = 30° and 6 = 90°, respectively, which is difficulty extract any
useful data from the receive signal.

Supposing that the desired receiver is at the azimuth angle 6;.
To direct main beam to the desired receiver and synthesize the phase
center locus at the desired azimuth angle, the phase value for each
phase shifter can be calculated as follows:

soh=—(h—1)ﬂdf:os91+7r[ceil (3) —1}, h=1,2,...... JH (2)
where: g = 27” denotes the propagation constant and h denotes hth

antenna. Therefore, the receive signal at the azimuth angle 6 is
expressed as follows:

h=V (L—1)+V
r(t) = by Z Uh(t)ej[ﬁ(hfl)dcos9+¢h]ejwot (3)
h=V (L—1)+1
where: wg = 2nfy denotes the carrier radian frequency, fo is the

carrier frequency and Up(t) is switching function of the antenna. The
expression of the switching function is expressed by Equation (4) and
its schematic diagram is shown in Figure 5.

_ ) ton <t < (ton +7n)
Uh(t)_{(), 0<t<ton (ton+7n) <t<T )

where: tp;, denotes the switch-on time instant of the hth antenna, 73,

is the duration of “on” times, T' = ﬁ is the switching period and f,, is

the switching frequency.

This RF directional modulation signal modulated both in the
baseband and the antenna level is benefit for the physical layer secure
communication because one of the important objectives of physical
layer design is to guarantee wireless transmissions with LPI. In next
section, we will explain the RF directional modulation signal with LPD
from the viewpoint of frequency-domain.

3. FREQUENCY DOMAIN ANALYSIS OF RF
DIRECTIONAL MODULATION SIGNAL

Considering that the amplitude spectrum of the BPSK modulation
signal by, is denoted by E(jw) with modulation bandwidth 2wy. The
spectrum function of the switching function is a series of impulse
function, which appear at different harmonic frequencies because the
switching function Uj(t) is a periodic function. The expression of the
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spectrum function is written as:

=400
S(jw) = .Z A8 (w — iwy) (5)
. 2T Wy T
9 27
wp =27 fp = T (7)

where: A; denotes the amplitude of the ith harmonic component,
wp denotes the angular frequency of the fundamental harmonic and
Sa(x) = % According to the convolution theorem in frequency-
domain and Equation (3), the receive signal in frequency-domain can
be expressed as follows:

. 1 . ) 1 ' i=400 ) .
R(jw) =5 B(jw) * S(jw) = 5 -B(jw) * Z T Aid(w — iwy)
N~ 4 IS fiw,T
:ZZ_:OO %E[j(w —iwp)]ZTiz_:wSa< 5 )E[j(w—iwp)] (8)

The amplitude spectrum of the RF directional modulation signal
due to the switching function is illustrated in Figure 6, which is
a repetition of the modulation spectrum centered at the carrier
radian frequency wg. The envelope of the harmonic components
follows the function Sa(x), which is determined from the Fourier
transform of the switching function. The amplitude spectrum of
the RF directional modulation signal not only appears at the carrier
radian frequency wp (fundamental component) but also removal the
fundamental component to the radian frequencies wy £ wy,, wo £ 2wy,
..., and wp % iw, (harmonic components), respectively, unlike using a
single antenna array to radiate BPSK modulation signal directly. To
avoid the aliasing effects (overlapping of the modulation spectrum), the
minimum switching frequency is determined by the Nyquist sampling
theory, which is satisfied by:

wa Wh

fo2 5~ 9)

- 27 ™
The harmonic components contain the same data as the fundamental
component only different at power levels. Paper [28-30] consider that
these harmonic components are harmful for the pattern synthesis,
which need to minimize its power levels and filter by a low-pass
filter. However, we utilize these harmonic components to form the RF
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directional modulation signal for secure communication applications.
Considering that m-sequence is selected as the spreading sequence
with the period M = 15, M = 31 and M = 63, respectively.
According to the Equations (5) and (6), the power of the fundamental
and harmonic components for the RF directional modulation signal
is shown in Figure 7. Compared with the power level of the BPSK
modulation signal transmitted by a single antenna array (regarded

E(jw) S(jo) Fundamental component

a)072a)17/? f\\w”+2a)p sz O _2wlf,
/

o0,
[2) K -0 @y @ot, M v/ i~ @, @y Do+@, N
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Figure 6. Removal procedure of the amplitude spectrum.
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Figure 7. The power of the fundamental and harmonic components
for the RF directional modulation signal.
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Figure 8. Comparison diagram of the spread-spectrum between
the direct sequence spread-spectrum signal and the RF directional
modulation signal.
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as 0dB), the power level of the fundamental component reduce to
—23.52dB and —35.99 dB, alone with the period of m-sequence M = 15
and M = 63, respectively. Figure 8 shows the comparison diagram
of the spread-spectrum between the direct sequence spread-spectrum
signal and the RF directional modulation signal. The RF' directional
modulation signal is formed by switching the antenna array, unlike
the direct sequence spread-spectrum signal which is mixed of the data
with a spreading sequence directly before the final carrier modulation.
This spread-spectrum signal generated by a switching antenna array
is benefit for the physical layer secure communication because this
transmit signal is not only with LPI but also with the LPD as
traditional spread-spectrum signal.

4. SIMULATION RESULTS

The simulation conditions are supposed as follows:

(1) The desired receiver is at the direction #; = 60°. Five adjacent
antennas (V' = 5) are regarded as an antenna group to radiate transmit
signal.

(2) In order to compare the bit error ratio (BER) performances
between traditional spread-spectrum signal and RF directional
modulation signal, amplitude radiation pattern of the switched
antenna array is used to radiate traditional spread-spectrum signal.

(3) The transmit signal at § = 60° (mainlobe direction) as
standard signal is used to calculate the adding power of AWGN.
For other directions, the adding power of AWGN is the same as the
direction # = 60°. It means that the adding power of AWGN is the
same for all directions.

Figure 9 shows BER comparison diagram of the traditional spread-
spectrum signal and RF directional modulation signal versus azimuth
angle when M equals to 7 and SNR equals to 0 dB. We can find that
BER performance of RF directional modulation signal varies rapidly
with azimuth angle compared with the traditional spread-spectrum
signal. It means that undesired receiver can not extract any useful
information from the receive signal when undesired receiver off of the
desired direction. This characteristic is benefit for physical layer secure
transmission.

Figure 10 shows BER comparison diagram of the traditional
spread-spectrum signal and RF directional modulation signal versus
SNR when desired receiver and undesired receiver at 60° and 55°,
respectively, and the period of the spreading sequence M equals to
7. For traditional spread-spectrum signal, BER performance of the
desired receiver at the direction 60° is almost the same as the undesired
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receiver at the direction 55°. It means that eavesdropper can extract
the information data from the receive signal when eavesdropper knows
the information about the spreading sequence, which is harmful for
secure wireless communication. For RF directional modulation signal,
BER performance of the desired receiver at the direction 60° is the
same as traditional spread-spectrum signal while undesired receiver
at the direction 55° can not extract any useful information from the

10"

BER

—A— Traditional BPSK spread-spectrum signal
-| —©— RF directional modulation signal

107 I I I I I I I I
0 20 40 60 80 100 120 140 160 180

Azimuth angle (degree)

Figure 9. BER performance versus azimuth angle when signal-to-
noise ratio (SNR) equals to 0dB and the period of the spreading
sequence M equals to 7.
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Figure 10. BER performance versus SNR when desired receiver and
undesired receiver at 60° and 55°, respectively, and M equals to 7.
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Figure 11. The correlation value of the spreading sequence versus
the receiver at different directions when M =7, M = 15 and M = 31,
respectively.
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Figure 12. BER performance versus azimuth angle when M equals
to 7, 15 and 31, respectively.

receive signal even if eavesdropper knows the information about the
spreading sequence. Furthermore, BER performance of the undesired
receiver does not vary with the SNR.

Figure 11 shows the correlation value of the spreading sequence
versus the receiver at different directions when the period of the
spreading sequence M equals to 7, 15 and 31, respectively. The
resolution of the azimuth angle equals to 0.1° for the azimuth angle.
We can find that the capture range of the RF directional modulation
signal get smaller with the period of the spreading sequence increasing.
It means that the directional of the RF directional modulation signal
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improve with the period of the spreading sequence which is benefit for
the secure communication applications.

Figure 12 shows BER performance versus azimuth angle when M
equals to 7, 15 and 31, respectively. According to the period of the
spreading sequence, the spreading gains are 8.4510dB, 11.7609 dB and
14.9136 dB, respectively, when M = 7, 15 and 31. In order to compare
the BER performance of these cases, SNR are set —0.6901dB, —4dB
and —7.1527dB, respectively. We can find that demodulation range
of RF directional modulation signal get smaller with the period of the
spreading sequence increasing. We can control the demodulation range
by the period of the spreading sequence.

5. CONCLUSION

Traditionally, spread spectrum is the most widely used technique
for LPI and LPD at physical layer. However, LPI and LPD of
traditional spread-spectrum signal depend on that eavesdroppers have
no information about the spreading sequence of the transmit signal.
A RF directional modulation signal has been demonstrated using
a switched antenna array in this paper. This signal is modulated
both in the baseband and the antenna level different from traditional
spread spectrum only in the baseband. Compare with the DM
signal, RF directional modulation signal not only has the advantage of
directional but also has the characteristic of LPD. It means that RF
directional modulation signal combines the advantage of DM signal and
traditional spread spectrum signal which is benefit for physical layer
secure communication. It is noted that this switched antenna array
is similar to smart antenna array, which need more antenna number
than traditional transmitter. However, this technique offer a more
secure transmission method for wireless communication and can be
apply to military and homeland security applications. Future work on
the problem such as apply this RF directional modulation signal to
secure cooperation communication system is required.
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