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Abstract—Composites containing conducting inclusions are required
in many engineering applications, especially, for the design of
microwave shielding enclosures to ensure electromagnetic compatibility
and electromagnetic immunity. Herein, multilayer shielding structures
are studied, with both absorbing and reflecting composite layers.
In this paper, fiber-filled composites are considered. For modeling
absorbing composites with low concentration of conducting cylindrical
inclusions (below the percolation threshold), the Maxwell Garnett
theory is used. For reflecting layers, when concentration of inclusions is
close to or above the percolation threshold, the McLachlan formulation
is used. Frequency dependencies for an effective permittivity are
approximated by the Debye curves using a curve-fitting procedure,
in particular, a genetic algorithm.
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1. INTRODUCTION

Electromagnetic shielding is frequently used to reduce emissions or
improve immunity of electronic equipment. Often enclosures of
electronic equipment are made of highly-conducting metal to achieve
the required shielding. However, requirements to reduce the size
and weight of electronic devices neccessitate substitution of metal by
conducting polymers and composites [1–4]. These composites may
contain metal or carbon particles [5, 6]. Carbon-fiber laminate woven
materials are known to be used for shielding puropses [7, 8]. The
integrity of any shielding enclosure is compromised by the presence of
slots and aperture arrays for heat dissipation and other purposes [9]. If
currents flowing on conducting surfaces of an enclosure cross these slots
or apertures, they become unintentional antennas. One of the ways to
eliminate this problem is to use absorbing dielectric materials to design
shielding enclosures. Composite dielectric materials that contain
randomly distributed conductive inclusions, including carbon fibers, at
small concentrations can be used for absorbing electromagnetic waves
at RF and microwave frequencies [10–12]. Recently, interest in carbon-
containing composite materials for RF and microwave applications
has increased, especially due to the progress of nanotechnology and
availability of carbon nanotubes and nanowires [13–16].

The present paper deals with composite carbon-fiber filled
materials and multilayered structures on their base. Depending on
the concentration of conducting inclusions, composite materials can
either absorb or reflect electromagnetic waves. If several layers of
different composite materials are stacked up, it is possible to shape the
frequency response of the material as desired. This means that one can
control shielding effectiveness (S.E.) in the frequency range of interest
by loading layers of composite materials with different concentrations
and types of inclusions, and then stack them in an appropriate order.
Typically, at higher frequencies the composite materials give the
required electromagnetic shielding due to absorption and, hence, the
shielding depends on the thickness of the composite material. At lower
frequencies, shielding effectiveness may be improved by the presence
of conducting layers. Analytical and numerical modeling of frequency
response for a desired composite material prior to manufacturing and
testing of multiple materials will save resources and time for the
development cycle.

The structure of the paper is as follows. Section 2 contains the
mathematical model of the composite. Material properties chosen for
the modeling are described in Section 2. The results of full-wave
numerical (EZ-FDTD) simulations for shielding enclosures with single-
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layered composite material and multilayered materials are presented
in Sections 4 and 5, respectively. The conclusions are summarized in
Section 6.

2. COMPOSITE MATERIAL MODEL

Composite materials with conducting fibers have a frequency-
dependent effective permittivity. An advantage of using carbon fibers
in composite materials is that its range of pronounced frequency
dispersion is shifted to the RF and lower frequency portion of the
microwave band [17]. To characterize electromagnetic properties
of composite media, it is important to know the electromagnetic
parameters of a host (matrix, base) material and inclusions. There
are many effective media theories (EMT) allowing for homogenization
of composite media [18–24]. The effective parameters of composites
obtained from any applicable effective medium formulation can serve
as a basis for the engineering of composite microwave materials.
Their frequency responses can be calculated using parameters of
the particular dielectric base and inclusion materials available
from experimental measurements, manufacturer’s, or reference data
published independently. This means that mathematical modeling
based on mixing formulas should provide an efficient tool for the
analysis of the frequency behavior of a composite depending on the
physical properties and geometry of its constituents.

The Maxwell Garnett (MG) model [24] is the simplest and the
most widely used. It is applicable for multiphase mixtures, and allows
frequency characteristics being represented in the form of rational-
fractional functions convenient for incorporating in numerical time-
domain electromagnetic codes [25]. An important limitation of the MG
model is that it can be used only for comparatively low concentrations
of conducting inclusions (well below the percolation threshold). The
percolation threshold in a conductor-insulator composite material
is defined as the concentration of the conductive inclusions, where
electrical properties of the composite change drastically from insulator
to conductor. For composite materials with the concentration of the
conductive inclusions around the percolation threshold, the effective
permittivity can be obtained from the McLachlan’s effective medium
theory [26].

A design flowchart for multilayered shielding structures made of
composite materials is shown in Figure 1. The S.E. of electromagnetic
structures made of composite panels with slots and apertures can be
evaluated using 3D full-wave numerical modeling tools. The frequency-
dependent properties of composite materials can be loaded into the
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Figure 1. Design flowchart to design a shielding enclosure using
composite materials.

3D full-wave simulation tools using equivalent effective parameters
approximated by the appropriate Debye or Lorentzian parameters or
a sum of Debye-like terms [27]. These Debye or Lorentzian parameters
can be used in such full-wave tools as EZ-FDTD, based on finite-
difference time-domain technique (FDTD), or CST Microwave Studio.

Frequency-dependent material properties can be approximated by
a single Debye term, or a sum of Debye-like terms using different curve-
fitting optimization techniques. One of them is a Genetic Algorithm
(GA) [27]. The GA can be used to optimize the properties of the
composite materials to achieve the required shielding effectiveness. If
a shielding structure is comprised of two or more layers of composite
and/or conventional materials, the overall transmission and reflection
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responses of the stack of layers can be calculated from the ABCD
matrices, corresponding to each of the layers, and these matrices must
be combined to obtain the ABCD matrix of the entire system. Then
the reflection and transmission coefficients, as well as the corresponding
shielding effectiveness of the structure can be evaluated using the
overall ABCD matrix of the system [28, 29].

Relative permittivities of the base and inclusions can be complex
functions of frequency. The Maxwell Garnett multiphase formula
for composites with concentration of conducting inclusions below the
percolation threshold is [18, 30, 31]
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where εb is the relative permittivity of a base dielectric; εi is the relative
permittivity of the i-th type of inclusions; vi is the volume fraction
occupied by the inclusions of the i-th type; Nik are the depolarization
factors of the i-th type of inclusions, and the indices k = 1, 2, 3
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where the values s and t are the so-called process exponents. The
ratio of these exponents s/t determines the symmetry of the real and
imaginary part of the permittivity around the percolation threshold
pc. According to [33, 34], the percolation threshold for long fibers with
an aspect ratio a = l/d À 1, where l is the average length of fibers in
the mixture, and d is their average diameter, is inverse proportional
to the aspect ratio of inclusions, pc ∝ 1/a. Measurement results
reported in [35] on carbon-fiber-filled composites with properties close
to the abovementioned demonstrate the similar behavior pc ≈ 1/a.
Therefore, based on the assumption that the fibers are randomly
distributed in the volume of the host material, it can be expected
that Equation (2) should be valid for aspect ratios approximately from
0.1 to 1000, close to the percolation threshold.
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3. MATERIAL PROPERTIES CHOSEN FOR MODELING

In this Section, only absorbing layers containing carbon fibers are
considered. This means that these materials remain dielectrics
containing low concentrations of carbon fibers.

3.1. Host Material Properties

Different polymer materials, such as Teflon or thermoplasts, can be
used as the base material (host matrix) for design of shields for
microwave frequencies (100 MHz–10GHz). Teflon [36] is almost non-
dispersive in the frequency range of interest, and its loss factor can be
neglected. The dielectric constant of the Teflon in our computations is
taken as 2.2.

3.2. Properties of Conducting Inclusions

It is known that carbon composites are extensively used in the
aerospace industry. For this reason, carbon fiber inclusions are
selected to ensure that the processes involved in manufacturing of
these composites are relatively known and cheap. Carbon fibers have
a wide range of conductivities, diameters, and lengths (depending
on manufacturers). For getting good shielding effectiveness in the
frequency range of interest, it is necessary that the composites
have proper values of conductivity and aspect ratio to absorb the
electromagnetic waves in this frequency range.

3.3. Properties of a Composite

The electromagnetic shielding effectiveness is achieved using low
concentration of carbon fibers with relatively high aspect ratio.
The optimization of properties of the carbon fiber-Teflon composite
from the point of view of the highest average electromagnetic
shielding effectiveness in the frequency range of interest can be found
using the GA. The mechanism of shielding is mainly absorption of
electromagnetic waves by conducting inclusions, and the absorption
is proportional to the thickness of the composite material. Herein,
10-mm thick composite layer is taken in the GA optimization.

Since the concentration of carbon should be lower than the
percolation threshold (dilute conductive phase), MG mixing theory
is applied to obtain the effective permittivity. Also, since the diameter
of the fibers is assumed to be much smaller than the skin depth at
frequencies below 10 GHz, which is the frequency range of interest, the
skin effect (eddy currents) in carbon fibers is neglected.
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Figure 2 shows the permittivity of the composite obtained using
the MG formula. For these calculations, carbon fiber conductivity
was taken 70000 S/m; the aspect ratio of inclusions was 800; volume
fraction of carbon fibers was 0.07%, while the lowest percolation
threshold was estimated as pc = 1/a = 0.00125 = 0.125%. If the
percolation threshold is estimated as pc = 4.5/a [33], it would be
around 0.56%, as given in Table 1.

ε′

ε″

Figure 2. Permittivity properties of the composite.
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The permittivity of the composite exhibits relaxation behavior,
which can be approximated by the Debye frequency dispersion law.

εeff = ε∞ +
εs − ε∞
1 + jωτe

+
σ

jωε0
, (3)

where εs is the static permittivity, ε∞ is the high-frequency limit
permittivity; τ is the relaxation time; and σ is the d.c. (ohmic)
equivalent conductivity. These parameters are called “the Debye
parameters”. Actually, there may be several Debye terms describing
frequency dependence of a dielectric.

Though the phase of conducting inclusions is very dilute, the
effective permittivity of the mixture is much higher than that of the
base material. This is because conducting fibers simulate dipoles with
high concentration of electric charges at their ends. This leads to the
dramatically increased polarizability per unit volume of the mixture
and, hence, high permittivities. Shielding effectiveness of the 1-cm
thick composite layer calculated through the plane-wave formulation

S.E. = − |T |dB = −20 log10

|Etrans |
|Einc | , (4)

is shown in Figure 3.
Table 1 presents different sets of carbon fiber properties that result

in the frequency characteristics for permittivity shown in Figure 2.
These sets of parameters have been obtained for the initial frequency
dependencies in Figure 2 using the GA optimization technique. The
same data is represented in Figure 4 as a 3D and a 2D graphs (aspect
ratio, conductivity, and volume fraction) for variation of carbon-fiber
parameters.

Table 1. Carbon fiber properties for an absorbing layer.

Index
[S/m] 

Aspect ratio

a=l/d

Volume fraction 
percolation threshold 

p  = 4.5/a, %
Volume fraction, % 

69998 800.0 0.56 0.070

Set 2 26256 444.5 1.010 0.210 

Set 3 21312 391.0 1.151 0.267 

Set 4 11000 375.0 1.280 0.322 

Set 5 10000 350.0 1.200 0.314 

Set 6 8776 301.0 1.500 0.600 

Set 7 5827 194.4 2.320 0.949 

Set 8 2236 115.5 3.897 2.332 

Set 9 933 69.3 6.500 5.710 

c 
Set 1 

(base set)

Conductivity
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4. 3D FULL-WAVE SIMULATIONS OF SINGLE-LAYER
ENCLOSURES

Practical engineering design of devices and structures employing
composite materials may need 3D full-wave numerical simulations at
the research and developmet stage. Such simulation tools, as HFSS,
CST Microwave Studio, EZ-FDTD, etc., require electromagnetic
parameters of the materials to be known. HFSS can accept material
properties only at discrete frequency points, while CST Microwave
Studio and EZ-FDTD can incorporate special materials with Debye
or Lorentzian frequency characteristics [37]. The permittivity of the
composite material modeled using the MG mixing formula can be
represented by the equivalent Debye parameters. The latter can be
extracted directly from MG formulation, or can be approximated
using the genetic algorithm (GA) or other curve-fitting procedure,
if frequency dependence turns out to be complex-shaped, in the
general case, for example, for multiphase mixtures [25]. The extracted
equivalent Debye curve parameters, corresponding to Figure 2, are
the following: εs = 51.41; ε∞ = 2.22; τ = 2.66 · 10−11 s; and
σ = 9.59 · 10−5 S/m. Figures 5(a) and (b) show the input permittivity
data of the composite given to the GA program and the curve-fitting
data. These extracted Debye parameters are further used in numerical
simulations.

The enclosure (a closed box) comprised of a composite material
under study has been modeled using the EZ-FDTD codes, and it is
shown in Figure 6. The parameters for the FDTD modeling are the
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following: the size of the box is 22 cm × 13.5 cm × 18 cm; boundary
conditions at infinity are simulated with a perfect matched layer
(PML); and the cell size is 0.15 cm × 0.15 cm × 0.15 cm. The structure
is excited by a current source S1, which is the modulated Gaussian
source with the spectrum ranging from 100 MHz to 10 GHz. It is
important to note that if just a thin-wire source were used, it would
produce some undesirable resonances associated with the length of the
wire. For this reason, the current source in these simulations is chosen
as the “pseudo soft source”, such that its response would be caused only
by the shielding box. There are both near-field monitor points (MP)
and far-field probes (FD) for the electric field intensity. The radiated
electric field is evaluated in the EZ-FDTD at the far field monitor
points without the composite enclosure and with it. The dependencies
for the maximum radiated in all the directions far-field electric field
upon frequency are shown in Figure 7. Shielding effectiveness (S.E.)
is found as the ratio of the radiated electric field with the presence of
the composite enclosure to that without any enclosure. Thickness of
the composite enclosure walls are 10mm. Figure 8 shows the shielding
effect due to the enclosure (EZ-FDTD curve) and the curve obtained
in the plane-wave calculations for the composite layer of the same
thickness (10mm). According to speculations about the absorbing
nature of the engineered composite, the box made of this composite
should have substantially reduced surface currents, and hence, presence
of slots will not lead to much unwanted radiation, as it happens with
the metal box. In order to evaluate the performance of the composite
enclosure with slots, it is compared with an analogous PEC (Perfect
Electric Conductor) box with slots. The inner dimensions of the

Figure 6. Geometry of the enclosure used in the FDTD simulation.
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PEC enclosure are the same as that of the composite enclosure shown
in Figure 6. Slots are on all the edges of the enclosure, and they
are 1 cell wide (1.5mm). However, two conductive layers are added
inside the structure to damp the resonances associated with the box.
The conductivities of the layers are 0.0227 S/cm and 0.01135 S/cm,
respectively. Similar lossy material layers are added in the simulation
of the composite box with slots, shown in Figure 9.

Figure 10 demonstrates the comparison of far electric field from
the source without any box, with PEC enclosure, and with the
composite box. The dependencies of S.E. as functions of frequency
for the PEC box with slots and for the composite box are shown in
Figure 11. It is seen that the S.E. of the composite box with slots is
higher than that of the PEC box, particularly at higher frequencies,
where the radiation from the slots becomes substantial.

5. MULTILAYER ENCLOSURES

The shielding performance can be improved by stacking two
different types of carbon-fiber composites: absorbing layers with low
concentration of the carbon fibers, i.e., below the percolation threshold;
and reflecting layers with concentration of the carbon fibers increased
up to the percolation threshold or above it, so that the conductivity
of this layer dramatically increases. Mc Lachlan’s formula (2) can
be used to calculate the effective parameters of a composite. The
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Figure 9. PEC box with slots and two conductive layers to damp box
resonances.
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effective permittivity of the composite material for the concentration
of carbon fibers above the percolation threshold is very sensitive to
the process exponents and the percolation threshold. The parameters
of the carbon fibers taken for calculating the permittivity of the
conducting composite are the following: the conductivity of fibers is
σc = 104 S/m; the aspect ratio is a = 100; the percolation threshold
is assumed as 1/a = 1%, volume fraction of inclusions is taken 1.2%
in these computations. The process exponents, for simplicity, were
chosen equal to s = t = 1. Then Equation (2) would actually coincide
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with the symmetrical Bruggeman model [38], with the percolation
threshold pc introduced as a parameter. Figures 12(a) and (b) show
the permittivity properties of the conducting composite, calculated
using (2), and then curve-fitted with Debye parameters using the GA.
Table 2 contains possible sets of parameters of fibers for a conducting
layer with permittivity curves shown in Figure 12. These sets have
been obtained using the GA optimization. If a single slab of such
composite material is used, it suffers from the disadvantage of radiating
from the slots and apertures [9]. To achieve wideband shielding, this
conducting (=reflecting) composite material can be stacked with the
non-conducting (=absorbing) composite material discussed above, as
shown in Figure 13. Table 3 represents the properties of fibers in
the stack of the 12-mm-thick absorbing composite layer and the 3-
mm-thick reflecting composite layer. Figure 14 shows the shielding
effectiveness predicted with this stack in the plane-wave formulation,
and Figure 15 represents the S.E. calculated in EZ-FDTD for a
composite box with slots and the corresponding PEC box with slots.
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Table 2. Properties of fibers for a conducting layer.

Index
Conductivity

[S/m]

Aspect

ratio

Percolation

Threshold

(1/aspect_ratio), 

 % vol.

Concentration

(should be greater 

than percolation  

threshold), % vol.

Set 1 60000 600 > 0.16 0.2 

Set 2 40000 400 > 0.25 0.3 

Set 3 10000 100 > 1.0 1.2 
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Figure 13. Stack of two compos-
ite layers: 12-mm absorbing layer
(left) and 3-mm reflecting (right).
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Table 3. Properties of fibers for layers in the stack.

Carbon fiber composite material 

properties [layer 1] 

Fiber

conductivity
69998 S/m 

Fiber shape Cylindrical

Fiber vol. 

fraction concentration 
0.07%

Aspect ratio

(length/diameter) 
800

Percolation

threshold 
0.13%

Base material Teflon 

Thickness 12 mm

Carbon fiber composite material 

properties [layer 2] 

Fiber

conductivity
10000 S/m 

Fiber shape Cylindrical

Fiber vol. 

fraction concentration 
1.2%

Aspect ratio

(length/diameter) 
100

Percolation

threshold 
1%

Base material Teflon 

Thickness 3 mm

The shielding effect at low frequencies (1–2 GHz) is due to the reflection
by the conductive layer, and above 2 GHz is due to the absorption. It
is seen that the composite box with slots provides the overall better
shielding effectiveness than the PEC box with slots.

The results of EZ-FDTD modeling of a PEC enclosure with slots
and multilayered (absorbing-reflecting-absorbing) composite structure
with slots have been also obtained, and they are shown in Figure 16.
Thicknesses of the absorbing layers were 9mm and 3 mm, and of the
reflecting layer it was 3mm. The other parameters were as summarized
in Table 3. The substantial increase in shielding effectiveness is
achieved with this multilayer structure compared to the PEC box with
slots and to the multilayer composite structure shown in Figure 15.

6. CONCLUSION

Polymer-based carbon-filled composites can be used for wideband
microwave shielding structures. The effective electromagnetic
parameters of these composites can be estimated using Maxwell-
Garnett formulation for concentrations of inclusions below percolation
threshold, and using McLachlan’s theory, when concentration of
inclusions is close or slightly above the percolation threshold. Effective
complex permittivity of a carbon-filled composite depends on the
properties of the fibers, such as their aspect ratio, concentration,
conductivity, and rate of alignment. The contents of composites with
randomly oriented carbon fibers can be optimized from the point
of view of achieving the highest average electromagnetic shielding
effectiveness over the frequency range of interest. In this work, a
genetic algorithm optimization procedure has been applied. The
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frequency dependence of the effective permittivity of the resultant
optimized composite is curve-fitted using parameters of the Debye
frequency dispersion law. Then the shielding effectiveness performance
of the structures made of the proposed composite material can be
evaluated using a full-wave numerical simulation tool, which can
accept the extracted Debye parameters of the composite dielectric.
In particular, the EZ-FDTD full-wave simulation tool developed by
EMC Laboratory of MS&T and IBM can be applied to evaluate
shielding effectiveness of composite structures with Debye frequency
characteristics. The modeling results show that composite materials
can be used for shielding enclosures with slots more effectively than
metal (PEC) enclosures. Stacking layers of absorbing composite
materials and reflecting composite materials allows for increasing
shielding effectiveness in a wider frequency range.
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